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1
Decision/action requested

It is requested to discuss and approve the proposal as in section 4 into TR 33.899 v1.1.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.1.0 Study on the security aspects of the next generation system
[2] 
Solution for forward and backward security of Xn handover, S3-171186, SA3#87.
3
Rationale

There is a need to update the interim agreement for the key issue 4.11 which provide flexibility in retaining AS keys during HO which occurs with the same PDCP anchor point, i.e., PDCP anchor point does not change.

In addition, there is also a need to for an interim agreement on the AS security keys during HO when the PDCP anchor point changes. This address key issue 4.15.

Both key issues consider the agreement which requires PDCP layer to always be located in the CU in a physically secure location.
4
Detailed proposal







· 
· 

*************** Start of Change 1 ****************
E.4.15 
Questions and interim agreements for key issue #4.15
E.4.15.x
Changing AS security keys during HO when PDCP anchor point changes.
E.4.15.x.1
Description of question

Should changing AS security keys during “HO with PDCP anchor point changes” be addressed in Phase I?
E.4.15.x.2
Interim agreement

· TBD. 

· 
· 
*************** End of Change 1 ****************
